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A. Introduction

The war on terror has continued apace in Southeast Asia, and the governments in the region deserve credit for the arrests of some 120 Jemaah Islamiya (JI) members through January 2003, including more than 30 in Singapore, 70 in Malaysia, some 8 in the Philippines and 19 in Indonesia.  Several of the members of JI’s Regional Shura, its leadership body, were arrested, including Mohammed Iqbal Rahman (Abu Jibril), Agus Dwikarna, and Faiz bin Abu Bakar Bafana.  These arrests were significant, especially as the JI is not a large organization, doubtfully more than 500 people.  The fact that they are now focusing on soft targets such as tourist venues rather than hardened, though symbolic targets, indicates institutional weaknesses.   They are less able to plan and execute terrorist attacks than they were a year ago, especially against hardened targets, such as US Embassies, though they still maintain their capacity to attack soft targets.  That said, one would be foolish to underestimate JI’s capabilities or goals.  As many of the key operatives are still at large, the organization retains the capacity and will to launch devastating terror attacks throughout the region.  


In addition to the arrests, regional security forces have stepped up their surveillance of suspected Islamic militants as well as tried to better monitor the sale of explosives and chemical components for bombs.  The glaring exception to their success in fighting terrorism has been on the financial front.  The mechanisms for funding terrorism have continued unabated in Southeast Asia, and it should be noted that no terrorist assets or funds have been seized in the region- or at least their have been no publicized seizures.  Indeed, this is a problem around the world, not just a Southeast Asian problem.  As of January 2003, only $113 million was frozen.

“The goal of counter-terrorism,” according to Mathew Levitt, “should be to constrict the environment in which terrorist operate,” including “their logistical and financial support networks,” which “denies terrorists the means to travel, communicate, procure equipment and conduct attacks,”
  This is arguably the most difficult part in the war on terror, as terrorist organizations use a myriad of ways to fund their operations, legal and illegal, overt and covert, some with paper trails or without.  


How does Al Qaeda fund its operations in Southeast Asia?  How does the JI support itself?
 Malaysian intelligence officials believe that Hambali, the head of JI’s operations and a member of Al Qaeda’s shura, has approximately $500,000 in assets at his disposal for use in operations.  There are nine primary sources of income, both internal and external.  Most funds come from external sources.  As Mukhlas, the leader of the cell that perpetrated the Bali attack said, “Hambali is not known to have any big [local] funding sources.”  To that end, Indonesian investigators unequivocally stated that “Jemaah Islamiya’s jihad operations were funded by Al Qaeda.”
  The sources include:
· Cash brought into the country on person
· Skimmed funds from Islamic charities

· Corporate entities (some very overt- others are self-sustaining fronts for terrorist activities) 

· Proceeds from hawala shops and gold sales

· Contributions (zakat and infaq) from its own members

· Contributions (infaq) from outsiders
· Tuitions for JI-owned madrasas
· Al Qaeda investments and accounts already established in the region- especially in the region’s Islamic banks
· Petty crime, racketeering, extortion, gun-running and kidnapping
These will be discussed in detail below, using examples from JI cells and affiliates across the region, but it is important to know that none of funding mechanisms has been effectively shut down since the war on terror began.  Indeed, one of the aspects that made Southeast Asia so appealing to the Al Qaeda leadership in the first place was the network of Islamic charities, the spread of poorly-regulated Islamic banks, business-friendly environments, and economies that already had records of extensive money laundering.  It is my contention that Al Qaeda saw the region, first and foremost, as a back office for their activities (especially to set up front companies, fundraise, recruit, forge documents, and purchase weapons), and only later became a theater of operations in its own right as its affiliate organization in Southeast Asia, the Jemaah Islamiya, developed its own capabilities.  

Southeast Asia has long been a center for transnational criminal activity: drug and gun running, money laundering, people smuggling, document forging, etc.  Indeed money laundering has still not been criminalized in every Southeast Asian state.  In most cases terrorists differ from transnational criminal organizations, which are driven by profit motive.  But if you strip away the terrorist act itself, terrorist require the same infrastructure that transnational crime relies.  Southeast Asia, thus, becomes an important area of operations.

It is also important to be cognizant of the fact that we are not talking about an inordinate amount of money that is needed to perpetrate terrorism.  The Bali bombing in which nearly 190 people were killed, and led to the estimated loss of more than $1 billion in tourist revenue for the country, cost under $35,000.  Terrorism is truly asymmetrical warfare.  
B. Conceptualizing the JI

To begin with, it is important for us to start with a conceptualization of what the JI is.  The JI was established in 1993-94 by two radical Indonesian clerics Abu Bakar Ba’asyir and the late Abdullah Sungkar, who were living in exile in Malaysia.  Two of their closes associates, Riduan Isamuddin (Hambali) and Mohammed Iqbal Rahman (Abu Jibril) were instructed to establish a network of cells across the region.  Shortly, thereafter, Abdullah Sungkar visited Afghanistan where he met with Bin Laden, and JI was brought into the Al Qaeda fold.  Hambali was a member of both organizations, and became one of the most senior Al Qaeda figures in Southeast Asia.  

There has been considerable debate in the region over the extent to which the JI is affiliated with Al Qaeda.  Indeed Indonesian police chief D’ai Bachtar recently dismissed any such links between the two.  JI must be seen as an integral part of Al Qaeda.  Whereas Al Qaeda has established its own network of independent cells in the region, the JI is an important arm.  Although there is no evidence that JI members pledged bayat to Osama bin Laden, indeed JI captives pledged Ba’ayat to Abu Bakar Ba’asyir, the organization was very much at Al Qaeda’s disposal.  The relationship is at many levels, and they should dispel doubt about the relationship. First, there is much overlapping membership.  In addition to Hambali’s joint membership, there are also reports that Abu Bakar Ba’asyir’s son, himself, is a member of Al Qaeda, though not based in Southeast Asia.  The second piece of evidence came from the interrogation of Omar al-Faruq, who relied not just on JI personnel for his operations, but has indicated that he even worked through Ba’asyir to plan all operations.  Third, AQ and JI officials planned operations together at two important meetings, the January 2000 meeting in Kuala Lumpur and the January 2002 meeting in Thailand, in which Mohammed Mansour Jabarrah was sent to represent Khalid Sheikh Mohammed.  Fourth, operations were planned and conducted jointly.  For example, JI cells in Indonesia and Singapore often planned attacks, were charged with surveillance and bomb-making- but the suicide attacks were to be executed by Al Qaeda operatives from the Middle East.   Finally, Al Qaeda dispatched numerous trainers to MILF camps and Camps in Indonesia to train JI members.
Each JI cell had very particular functions and responsibilities; each exploited a “comparative advantage” of their host state all on support of the groups objective of establishing a pan-Islamic state in Southeast Asia.  The cells were small, disciplined and professional.  In addition to the terror cells, the JI founded several small paramilitary groups, Agus Dwikarna’s Laskar Jundullah and Abu Jibril’s Laskar Mujiheddin, which were engaged in sectarian conflict in Poso and the Maluku’s respectively.  These two groups were comprised of no more than 1,000 individuals.

The JI is not a large organization- with perhaps no more than 500 members, though if one adds the affiliated paramilitaries the Laskar Jundullah and the Laskar Mujiheddin, membership increases to between 1,000 to 1,500, but this is a high estimate.  Several of its founding members and top operatives were either veterans of the Mujiheddin or of Al Qaeda training camps in Afghanistan, who returned to Southeast Asia and established a network of madrasas.  Based primarily in Malaysia in the mid-1990s, with the fall of Soeharto’s New Order regime in 1998, Al Qaeda and JI leadership set their sights on Indonesia, and many of their top leaders, themselves Indonesians, moved back to the archipelago.    

The JI carried out a range of activities, from plotting attacks on US and Western Embassies in Singapore and Jakarta, to attacking US naval vessels making port calls, dispatching JI members to Al Qaeda camps in Afghanistan, surveiling new targets, purchasing arms and explosives, running madrasas and recruiting new members, to fundraising and laundering money.  Liaising with the MILF and other militant groups, the JI, with Al Qaeda funding, established its own militant groups such as the Laskar Jundullah to carry out sectarian conflicts in Indonesia’s Sulawesi and Maluku regions.   

The leader of the JI, Abu Bakar Ba’asyir, is more than simply the Amir – the equivalent of Sheik Yasin of Hamas – as he has operational authority. Omar al-Faruq, the Al Qaeda operative captured in Indonesia in June 2002, has admitted to working closely with Ba’asyir, and coordinating many operations and attacks with the cleric.   Hambali, though, is the operations chief of JI.  However, it is not necessarily a top down structure, nor is it a chain of affiliated organizations or a star hub with Ba’asyir in the middle [see diagram 1].  JI, modeled on Al Qaeda is an all channel network with a small center.
  One cell relies on the strength of the others.  JI truly is a network, which makes combating it so difficult [see diagram 2].

C. Funding Jemaah Islamiya

1. Bags of Cash

The most direct way that the JI is funded is through deliveries of cash by personal couriers.  This is quite literally impossible to stop.  For example, Indonesian intelligence sources contend that a Saudi citizen they identify only as Sheikh Bandar was a frequent visitor to Indonesia, as he kept a wife in Surabaya.  A senior Al Haramain official, he was known to deliver briefcases of money on his visits to Indonesia, which was delivered through Ahmed al-Moudi, the head of Al Haramain’s Jakarta office.  

Sheik Abu Abdullah al Emarati, an alias of Osama bin Laden, was also involved in funding JI operations, and purportedly gave $74,000 to Omar al-Faruq via Seyam Reda and Aris Munandar, high ranking Al Qaeda and JI officials, to purchase three tons of explosives for JI operations.  The Bali attack likewise was funded by $35,000 transferred by Wan Min Wan Mat, believed to be an important JI treasurer in Malaysia,
 to Muchlas (Ali Gufron) and Imam Samudra, the leading perpetrators in the bombings.  

Mohammed Mansour Jabarrah, a Canadian-Kuwaiti Al Qaeda operative, was dispatched to Southeast Asia in 2001 with some $10,000 in seed money provided by Khalid Sheikh Mohammed, Al Qaeda’s chief of operations.  To conduct operations against US targets in Singapore, in November 2001, Jabarrah was given $30,000 in three $10,000 installments from a man he identified as Al Qaeda’s main money man in Malaysia.   When Jabarrah left Singapore for Kuala Lumpur and later Thailand when he was on the run, the Canadian Secret Intelligence Service interrogation report states that he relied on infusions of cash from Al Qaeda operatives.

As one Indonesian intelligence official told me, “you could bring a container of cash into the country without being notice.”  As it is impossible to stop this level of funding, short of searching everyone entering the country, we should focus on sources of funding that we have a chance at stopping.

2. Charities

Much of Al Qaeda’s funding is thought to come from charities, either unwittingly or intentionally siphoned off.  This is possible as Al Qaeda inserted top operatives in Southeast Asia into leadership positions in several charities.  Indonesian intelligence officials estimated that 15-20 percent of Islamic charity funds are diverted to politically-motivated groups and terrorist.  In the Philippines, estimates ranged from 50 to 60 percent. 

In Islamic culture, Muslims are expected to donate 2.5 percent of their net revenue to charity, known as zakat.
 There are some 200 private charities in Saudi Arabia alone, including 20 established by Saudi intelligence to fund the Mujiheddin that send some $250 million a year to Islamic causes abroad.  It is estimated that $1.6 million per day is donated by wealthy Saudis alone.
  More disturbing, a Canadian intelligence report concluded that Saudi Charities alone were funneling between $1-2 million annually to Al Qaeda’s coffers.
  The Council on Foreign Relations, which published one of the most authoritative accounts of the problems facing the war against terrorist funding, concluded that Saudi individuals and charities are “the most important source of funds for Al Qaeda.”
 

The four most important of these are the Islamic International Relief Organization (IIRO), which is part of the Muslim World League, a fully Saudi state-funded organization whose Assets were frozen by the US Treasury, the Al Haramain Islamic Foundation, also based in Saudi Arabia, Medical Emergency Relief Charity (MER-C)
, and the World Assembly of Muslim Youth.
    Although most of the money goes to legitimate charitable work, albeit to win political support, such as, mosque construction, charities, cultural centers, and NGOs, a significant amount of the money is diverted to terrorist and paramilitary activities.   
Zakat taxes are common throughout Southeast Asia, indeed in late-2001, the Indonesian government agreed to make zakat tax deductible in order to encourage charitable donations.  In addition to zakat donations, which are obligatory, there are also infaq and shadaqah donations, both are voluntary and made depending on the circumstance.

Yet unlike the West where NGO’s and charities are closely regulated and audited, they are almost completely unregulated in Southeast Asia, allowing for egregious financial mis-management and the diversion of funds to terrorist cells.  For this reason, Osama bin Laden’s initial foray into the region came in the form of charities run by his brother-in-law in the Philippines, including a branch of the IIRO.  

In 1988 bin Laden dispatched his brother-in-law Mohammad Jammal Khalifa
 to the Philippines to recruit fighters for the war in Afghanistan.  Khalifa was already engaged in radical Muslim politics and was a very senior member of the Muslim Brotherhood in his native Lebanon.  Starting in 1985, Khalifa ran the Peshwar office of the Saudi Muslim World League, where he was active in sending recruits to join the Mujiheddin.  He had close ties to two of Bin Laden’s top financiers, Wael Jalaidin and Yasin al Qadi, who was the head of the Muwafaq Foundation that was designated by both the Saudis and the American as a terrorist front.
 

Khalifa established several other charities and Islamic organizations in the Philippines ostensibly for charity and religious work, which channeled money to extremist groups, including a branch office of the Saudi charity MER-C International and two local NGOs, Islamic Wisdom Worldwide and the Daw’l Immam Al Shafee Center.  He established Al Maktum University in Zamboanga using funds from the IIRO.
  He also established a branch office of the IIRO in Zamboanga.  According to the IIRO’s office in Saudi Arabia, its activities include an orphanage and dispensary in Cotabato City, dispensaries and pharmacies in Zamboanga. It provided food and clothing to internally displaced people who fled war zones.  In addition, IIRO funding went to schools and scholarships.  The IIRO asserted that it always did this if not in cooperation with the government, with at least official approval.
  
Perhaps the most important charity established by Khalifa was the little known International Relations and Information Center.
    The IRIC engaged in numerous activities, for the most part philanthropic: livelihood projects, job training (carpentry, fish farming, farming), orphanages, Islamic schools and other social work.
  The IRIC was the primary funding mechanism for Khalid Sheik Mohammed, Ramzi Yousef, and Wali Khan Amin Shah’s attempt to blow up 11 US jetliners in early-1995, in what was known as Oplan Bojinka.

According to the Philippine National Security Advisor, Roilo Golez, Khalifa “built up the good will of the community through charity and then turned segments of the population into agents.”
  Yet, the IIRO quickly caught the interest of the Philippine police and military intelligence which saw it as a front organization for insurgent activities.  “The IIRO which claims to be a relief institution is being utilized by foreign extremists as a pipeline through which funding for the local extremists are being coursed through,” a Philippine intelligence report noted.
  An Abu Sayyaf defector acknowledged that “The IIRO was behind the construction of mosques, school buildings and other livelihood projects” but only “in areas penetrated, highly influenced and controlled by the Abu Sayyaf.”
   For example, in Tawi Tawi, the director of the IIRO branch office was Abdul Asmad, thought to be the Abu Sayyaf’s intelligence chief, before being killed on 10 June 1994.  Scholarships, likewise, were given to students to become Islamic scholars.  The defector said the IIRO was used by Bin Laden and Khalifa to distribute funds for the purchase of arms and other logistical requirements of the Abu Sayyaf and MILF: “Only 10 to 30 percent of the foreign funding goes to the legitimate relief and livelihood projects and the rest go to terrorist operations.”
  

The Philippine government asserts that all of the charities run by Khalifa in the Philippines, that were used to funnel money to the Abu Sayyaf group and the MILF, were shut down.
  The linkages between Khalifa and Yousef, and the fact that Wali Khan Amin Shah was supposedly an employee of the IIRO was too much for the Philippine authorities to countenance.  Yet, complained one senior intelligence official to me, “We could not touch the IIRO.”
  It took the Philippine government almost six years to shut their office in the Philippines, from 2000 until September 2001, the IIRO still funded projects in the country through its representative offices in Malaysia and Indonesia.  The IRIC’s operations and staff were taken over by another Islamic charity, the Islamic Wisdom Worldwide Mission, headed by a close Khalifa associate Mohammed Amin al-Ghafari in 1995.
  The Daw’l Immam Al Shafee Center, likewise, remains operating. 


The Philippine experience is not as unusual as it seems.  For example, although the United States and Saudi Arabia shut down the Somali and Bosnian offices of Al Haramain on 11 March 2002, by August 2002, the Saudi Arabian government had applied enough diplomatic and financial pressure that the charities assets were released and licenses were restored.
  
There is evidence that despite the closure of the IIRO’s offices in the Philippines, the charity is still engaged in operations.  In December 2001, three individuals, 2 Palestinians and 1 Jordanian were arrested in a suburb of Manila.  Described as an Al Qaeda “sleeper cell,” all three were classmates in Kuwait and all have connections to Mohammed Jamal Khalifa.  Mohammed Sabri Selamah, a Palestinian arrived in the Philippines in 1986.  He ran a local branch of Khalifa’s IIRO and was thought by Philippine intelligence to be the point man in the Southern Philippines for Al Qaeda.  Hasan Ali, a Jordanian, came to the Philippines in 1985.  Masrie Ahma Abed, a Palestinian, lived with Ramzi Yousef when he first came to the Philippines in 1990.  Both had ties to Khalifa’s IIRO office.

In Malaysia, Hambali, established a charity, Pertubuhan al Ehasan, in order to fund jihad activities in the Malukus, in 1998.  The charity remained open until its closure in 2002 and in total raised R500,000 (roughly $200,000).
  The money went to purchasing weapons, training, clothing and feeding recruits.   Much of the money came from donors within Malaysia, though foreign donors were solicited through the internet.  It is not clear if the donors were aware that their money went to militant activities, as they were told that their money went to humanitarian causes in the Malukus. 

In Indonesia, a similar development of charities as terrorist fronts occurred.  JI and Al Qaeda leaders assumed leadership positions, often becoming regional branch chiefs, or formed alliances with several important Saudi-backed charities, including MER-C, the IIRO and Al Haramain.  

One of the most important charities in all of this was KOMPAK, an independent arm of the Dewan Dakwah Islam Indonesia, founded on 1 August 1998.
 KOMPAK officials, while acknowledging that they operate in regions struck by sectarian conflict (Aceh, Poso, Malukus, and Bangunan Beton Sumatra), assert they are there to alleviate the crises and provide necessary relief.  They denied any links to “jihad activities.”
  “We never give our money to the Mujiheddin or terrorists.  We give our money to the needy, unemployed of the ummah.”  The official stated that “I have no comment on the conflicts” and that the “link between KOMPAK and terrorism is not true.”  These assertions should be taken guardedly.  Without a doubt, KOMPAK has been involved in charitable work, especially food distribution.  There is ample evidence that KOMPAK has distributed food, clothing and medicine.  Yet there is overwhelming evidence that KOMPAK played a very important role in supporting sectarian conflict in the Malukus and Poso while channeling money from Al Qaeda to these causes.  Even their humanitarian work – medicine and food distribution – supported the Muslim paramilitaries, freeing up their own resources for weapons and salaries.  The fact is KOMPAK has never been neutral; it was founded and coalesced around the issues of Ambon and South Sulawesi.
Many KOMPAK officials, themselves, have been tied to terrorism.  The former chairman of KOMPAK’s South Sulawesi office was Agus Dwikarna, and the head of the Jakarta was Tamsil Linrung.  One of Abu Bakar Ba’asyir’s top lieutenants Aris Munadar, suspected of purchasing much of the explosives for the bombings across the region on the anniversary of 9/11, was the head of KOMPAK.  When asked about that, the Secretary of KOMPAK stated, “What he does outside of KOMPAK is not our responsibility.”
  When asked how they can be sure that none of their money goes to the Laskar Mujiheddin or the Laskar Jundullah, KOMPAK’s secretary general curtly replied, “We have no link to them.” 

Yet, KOMPAK also produced propaganda and recruitment videos for Dwikarna’s paramilitary group the Laskar Jundullah and Abu Jibril’s Laskar Mujiheddin, emphasizing both their military strength and sense of Muslim persecution.
   The videos are highly graphic and one sided, portraying the Muslim communities being victimized by Christian vigilantes, and small groups of poorly armed Muslim’s fighting back.  Although the KOMPAK videos do show the organization distributing aid to beleaguered refugees, the context of the documentaries is highly biased.   The highly graphic footage conveys a sense of brutality and utter victimization, justifying self defense.  Several of the videos are very professional in their footage, music, and with little narration.  Moreover, a number of them viewed by the author were clearly produced by KOMPAK, with their logo on the screen throughout.   
In KOMPAK’s Jakarta headquarters, there are wall board posters of the exhumation of mass graves of Muslims killed by Christians.  The photos are exceedingly graphic, and again very one sided.  When questioned about them, the officials said that KOMPAK was exhuming the mass graves for humanitarian reasons, to provide proper Muslim burials for the victims.  The same officials denied all knowledge of the videos.  
In addition to these senior KOMPAK officials being arrested for or detained on suspicion of terrorism, KOMPAK has joint projects with important Saudi Charities, notably, the IIRO, Al Haramain, and MER-C, often serving as their executor or sub-contracting agency.  Both MER-C and the IIRO were engaged in “projects” in Ambon and Poso.
   
MER-C, itself, has been engaged in “Documentary” production in Indonesia.  Unlike KOMPAK’s videos, MER-C’s do not show fighting or convey any sense of hope by showing Muslim militias or jihadis fighting back.  MER-C’s videos are very high quality- produced by their own Information office and production company.  They focus on the innocent victims of sectarian conflict and show makeshift hospital wards or squalid refugee quarters.  The videos stay close to MER-C’s core mission of providing emergency medical and humanitarian relief.  Like the KOMPAK videos they convey a sense of Muslim victimization and are highly one-sided.  With emotionally evocative music they would be very effective fund-raising tools.

Again, a similar cast of characters emerges, with overlapping leadership.  Agus Dwikarna
 was the local representative of the Saudi Charity Al Haramain in Makassar in South Sulawesi, which Faruq admitted was the largest single source of Al Qaeda funds into Indonesia.
  Al-Faruq lived near Agus Dwikarna in Makassar (Ujung Pandang) in South Sulawesi and was the key backer of Dwikarna’s Laskar Jundullah.
  Al-Faruq also worked closely with Ahmed al-Moudi, the head of the Al Haramain Foundation office in Jakarta, and the head of Al Haramain, a Saudi named Sheikh Bandar was a frequent visitor to Indonesia, as he kept a wife in Surabaya according to Indonesian intelligence.  

A central figure to all of this was not even a Southeast Asian, but a Middle Easterner.  According to the CIA’s September 2001 Orange Alert document, one of the key financiers in Southeast Asia, according to al-Faruq was Rashid, a senior lieutenant of Osama bin Ladin: “Rashid also acts as a representative of a committee of Gulf-state sheiks who are Al Qa'ida financiers and who have committed ample funds, weapons, ammunition and computers to support this war. Funds are channeled through the Al-Haramayn NGO.”  BIN’s report on Omar al Faruq, corroborated this account: “Faruq was given orders by Rashid to get money transferred to the foundation’s [al Haramain] office in Jakarta through Ahmed Al-Moudi.”

In the investigation of Seyam Reda, the man BIN officials believe to be the most senior Al Qaeda financier in Southeast Asia, a former Islamic charity official in Bosnia in the mid- to late-1990s, further links to al Haramain and KOMPAK were uncovered.  He was also linked to another charity, the Komite Zakat Infaq Dan Shadaqah (KZIS) - ISNET, which solicits most of its donations from Indonesians living overseas.  KZIS, through appeals on the internet, was making direct appeals for funds to support jihad in the Malukus and Poso.  In addition, KZIS has appealed for money for refugee support, poly-clinics, and the distribution of jilbabs- the Muslim head covering for women.    The German branch of KZIS also was involved in Bosnia.
Reda also was linked to KOMPAK in another way.  He was a trained camera-man, indeed, he had applied to Al Jezeera in Jakarta for a job, though was turned down.  Reda had 18 videos of training camps and sectarian conflict in his possession, three of which were already edited into very professional and polished videos for distribution.  Reda was engaged in very similar activities for Al Qaeda in Bosnia in the late-1990s.  In Indonesia, his video production was done under the front name Yayasan Aman (Peace Foundation) and was very important propaganda tools for recruitment and fundraising.  He produced videos to fund raise and recruit for Al Qaeda operations.  Other videos were produced by Aris Munadar, who is an official of Al Haramain, and a right hand man of Abu Bakar Ba’asyir.  

Three Indonesia-based Islamic fundamentalists, Abdul Hadi, Syawal Yasin (Abdullah Sungkar’s son in law and now the head of the Laskar Jundullah) and Rida were connected to WAFA, an NGO based in Herat, Afghanistan, had gone to Kalimantan to establish a training school for terrorists, at the Hidyatullah madrasa. 

3. Front and Absentee Companies

The modus operendi of so many Al Qaeda cells was that they were given some seed money and additional funds, most cells were expected to become self sustaining over time.  Southeast Asia, the fastest growing region in the world in the early- to mid-1990s, had business-friendly environments and encouraged the profusions of firms and general trading companies.  Two different types of firms were established.  The most important were front companies- corporate entities that were established with a minimum amount of capital investments, that generated few if any profits, and whose primary purpose was to purchase materials or cloak other aspects of terrorist operations.  The second type of company was those that were given Al Qaeda funds for start up capitalization, but their primary purpose was for revenue generation.  

The most important front companies were established by JI’s Malaysian cell to channel Al Qaeda funds and procure weapons and bomb-making materiel.  They were established at a rate of approximately one a year between 1993-1996.  These include two general trading companies, a bio-medical lab and a computer firm.  Most had overlapping board membership.

Green Laboratory Medicine SDN BHD, established on 6 October 1993.  

· Director was Yazid Sufaat, a former Malaysian army captain who studied bio-chemistry at California state university in the 1980s.  He was reproached by his family for his loss of Islamic values while abroad, and began attending prayer sessions when he came into contact with a militant preacher Riduan Isamuddin, aka Hambali.  Sufaat was sent to Pakistan for religious training when he was recruited into Al Qaeda/JI.  In June 2001 Sufaat traveled to Afghanistan where he was trained by Al Qaeda. He was arrested in mid-September 2001, when he tried to return to Malaysia from Afghanistan.  

· This firm was charged with purchasing 21 tons of ammonium nitrate to be used in terrorist attacks in Singapore.  At the time of his arrest he had already purchased and dispatched 4 tons that remains unaccounted for.  Ammonium nitrate, a chemical fertilizer is readily available in Malaysia where one ton costs approximately S$400-500.   

· Yazid Sufaat’s Kuala Lumpur apartment was used by the Al Qaeda lieutenants in January 2000 to plan the attacks on the USS Cole and September 11.

Konsojaya SDN, BHD, established in 1994

· Konsojaya was a trading company that ostensibly exported Malaysian palm oil to Afghanistan and honey imports from Sudan and Yemen- important Al Qaeda business networks.  

· The firm was capitalized with RM100,000, and 5,998 of the shares were controlled by Wali Khan Amin Shah and Medhat Abdul Salam Shabana.  Konsojaya’s original board of directors included:

Wali Khan Amin Shah

Medhat Abdul Salam Shabana

Riduan bin Isumuddin (Hambali)

Hemeid H. Alghamdi

Noralwizah Lee Binti Abdullah (Hambali’s wife)

Amein Mohammed

Amein Alsanani (Managing Director)

Annamalai A/L Sundrasan (Secretary)

· At a later date, a new five-member board was elected, and did not include Hambali, his wife or Amein Mohammed.  

· Konsojaya played an important role in Ramzi Yousef and Khalid Sheikh Mohammed’s Oplan Bojinka, an attempt to simultaneously destroy 11 US jetliners over the pacific in 1995.  

Infocus Technology SDN BHD, established on 13 July 1995

· Another firm established by Yazid Sufaat.  

· Infocus technology hired Zacarias Moussaoui as a marketing consultant and was able to get him a visa to the United States.  Infocus was to pay Moussaoui a lump sum of $35,000 and then a monthly stipend of $2,500.
  Yazid Sufaat has told Malaysian investigators that the money was actually never paid.  Moussaoui was in Malaysia twice, first in September 2000 and then October 2000.  

· There Moussaoui hoped to enter flight school, but was disappointed when he could not receive jumbo jet training and decided to go to America for training.

Secure Valley SDN BHD, established on 4 October 1996

· A general trading company.  Little is known about its purpose or operations, but it has many of the same boards of directors as the other 3 JI-linked firms.


In the Philippines, Ramzi Yousef and Wali Khan Amin Shah established another shell company, the Bermuda Trading Company, as a cover to purchase chemicals for bomb-making. Most of the chemicals were imported, probably from Singapore.  


Ibrahim bin Maidin, the spiritual leader of the Singapore JI cell, had attempted to establish several very small chemical fertilizer import corporations, obviously as a legal cover to import ammonium nitrate.


There are ongoing investigations of between three to six general trading companies in Bangkok, Thailand, have been linked to firms on the UN list of designated terrorist supporting organizations.  There are also investigations of several Al Qaeda-linked firms in Malaysia.
Front companies were not the only businesses established by Al Qaeda.  There are also cases in which JI members established businesses, received contracts and businesses from JI supporters and then plowed the proceeds back into the organization.  According to the Singapore Government’s White Paper, “All JI-Run businesses had to contribute 10% of their total earnings to the group.  This money was to be channeled into the JI’s special fund called Infaq Fisbilillah (Contributions for the Islamic cause or jihad fund).
  The Infaq Fisbilillah fund was controlled by the JI chief of operations, Hambali, and used to support the cost of travel and training of members to Al Qaeda camps in Afghanistan and MILF camps, to purchase arms and explosives and subsidize JI-run madrasas.  

The Al Risalah Trading Company of Malaysia, is one such example.  The Al Risalah Trading Company was established by the son-in-law of Abdullah Sungkar, Feri Muchlis bin Abdul Halim, with some RM25,000 in startup capital.   Hami, a 46-year old, was an Indonesian with permanent residency in Malaysia.  His firm obtained a coveted license that allowed it to contend for government contracts.  To that end, it had been awarded contracts to install water pipes in Selangor, to provide stationary for a school, and had just received a contract to build two schools in Selangor. In the first two cases the person who accepted the tender was a suspected member of Jemaah Islamiya; and both have been detained under the draconian ISA.  Halim was arrested in 17 April 2002, for suspected involvement in JI and the KMM.


Through the MMI, but linked to the JI are several Indonesian-based publishing houses and video production companies, such as Front Line Publishers.  The most important of these is the Hidyatullah press based in Jogyakarta, which is run by Irfan S. Awwas, Abu Bakar Ba’asyir’s right hand man and the head of the MMI.  

4. Hawala and Gold Shops

The primary conduit for terrorist financial transfers is through the unregulated remittance system, known as hawala.  The Chinese have had a system known as feiqian, literally “flying money,” in place to facilitate commerce for thousands of years.  In the Middle East, this informal banking system is known as the hawala or “trust” system, in which no money is ever wired, nor are names or accounts of either senders or receivers used, nor are records kept.
  With commissions of only 1-2 percent, compared to average bank transfer fees of up to 15 percent, hawala is the transfer system of choice.  In Pakistan, for example, of the $6 billion in foreign exchange that is remitted to the country annually, only $1.2 billion arrives through the banking system.
  Although the US Treasury Department froze the assets of some 62 subsidiary and affiliated organization of two of the world’s largest hawala networks, Al-Barakat and Al-Taqwa, in November 2001, most hawala operators are so small as to go unrecognized.
Hawala is used extensively in Malaysia, Singapore and the Philippines, which has considerable financial exchanges due to the 1.4 million guest workers in the Middle East.  In down town Manila’s Ermita district there are blocks upon blocks of hawala shops.  Over $6 billion is remitted annually to the Philippines, mainly through the hawala system, and there are some 1.35 million Filipino laborers in the Middle East alone.  Overseas workers, who represent 10 percent of the labor force, have literally kept the Philippine economy afloat in the past two decades.  In 2000, they remitted some $6 billion, and in 2001, $5.4 billion.
  Although overall remittances from overseas foreign workers dropped by 13 percent in the first half of 2001, compared to the first half of 2000, from $3.1 billion to $2.7 billion, receipts from the Middle East actually rose in that period, from $270 million to $352 million, up 30.3 percent.
  The Philippines has a weak banking sector, with little regulatory oversight, especially over the flow of remittances, so it is easy to make fund transfers.  Money wired from the Middle East, even to small post office accounts in the villages do not raise eyebrows.   As one Singaporean Hawala said, “My company does not question the amount or the purpose of sending the money.  They trust us, and I don’t ask questions.  Why would I, when I have a license to operate.”
   


Hawala become even more important in countries that have currency controls.  For example, in the Fall of 1998, when the Malaysian government imposed capital controls and stopped the conversion of the ringgit in order to prevent capital flight, the hawala system was one of the few sources of foreign exchange.
  Likewise, after the Philippines abolished exchange controls in 1992, remittances through the legal and regulated banking sector quadrupled.


The economies in the region are so dependent on hawala networks, that there is a reluctance to crack down on them.  Even if they did, one regional intelligence official conceded to me, that it would simply drive the brokers underground, making monitoring and regulation even more problematic.
5. Donations from JI Members (zakat and infaq)
Several of the JI members were quite wealthy and gave considerable amounts to the organization. Faiz bin Abu Bakar Bafana, a Malaysian businessman and former Singaporean, was a key aid to Hambali.  He ran a large construction firm in Malaysia, Marebina, and was an important financial backer of the JI, becoming a member of its regional shura.  This tended to be the exception, and most JI members lived fairly humble lives.  

All JI cells were expected to be self sufficient, but clearly the Singapore cell had a primary role in fundraising for the group, owing to the relative wealth of its members.  According to detained JI personnel, members of the Singapore JI cell donated 2 percent of their salaries to the JI in the early-1990s; and 5 percent by the end of the decade.  Singaporean investigators believed that 25 percent of the funds raised were given to the Malaysian JI cell, and 25 percent to the Indonesian cell.  The transfers were conducted by individuals.  The remaining funds were used by the Singaporean fiah for equipment, operations, and overseas training, as well as donations to the Taliban regime in Afghanistan.
  
The Malaysian and Indonesian cells, likewise, required their members to make both zakat and infaq contributions to the movement, though they were able to contribute relatively less.
In addition for fundraising for the JI, the Singaporean JI cell was also very involved in fundraising for the Moro Islamic Liberation Front (MILF) which was waging a secessionist was in the Southern Philippines.  The MILF, which had long-standing ties to Al Qaeda, provided training facilities and hosted Al Qaeda trainers at its base Camp Abu Bakar to instruct JI operatives.   Of the 36 people detained in Singapore between December 2001 to August 20002, 4 were not found to be JI members, but active supporters and fund-raisers for the MILF.  For example, Husin Abdul Aziz, a 52-year old Singaporean who had trained at an MILF camp, not only donated $20,000 of his own money to the movement, but raised in Singapore an additional $20,000 for the MILF.
  Another person detained in August 2002, Habibullah Hameed, also raised $40,000 over many years for the MILF.  

6. Contributions from Outsiders 
Again, this is impossible to quantify without access to detailed financial records, if they exist at all.  It is clear that groups such as the Laskar Jundullah, Laskar Mujiheddin and the MMI were quite able to solicit donations from supporters and sympathizers, though perhaps not members.  There is considerable evidence, for example that individuals such as Fuad Bawazir used KISDI and KAMI as a vehicle to transfer large amounts of elite Indonesian money to small radical groups, such as Dwikarna’s Laskar Jundullah.  There is no evidence to suggest that Fuad Bawazir is a member of Al Qaeda, but there is evidence that he has channeled funds to groups and organizations that do have ties with Al Qaeda.

In the 1990s, Abdullah Sungkar and Abu Bakar Ba’asyir made a total of 11 trips to Australia where they preached before audiences of Indonesian exiles.  They both solicited donations for their sermons and sold audio-recordings.  Although there is considerable evidence that JI cells hoped to expand to Australia, an area called Mantiqi Four, it is clear that their real priority for Australia was in fund-raising.

Al Faruq has confessed that he worked closely with a Muslim-Chinese from Singapore, Al Bukhari who was an important financier.

7. Tuitions
The JI directly owned a number of madrasas, Islamic boarding schools, and was affiliated with a number of others.  The most important madrasa is the Al Mukmin school in Solo, Indonesia.  Established in 1972, it grew steadily in size, and now sits on a 4 hectare compound and has some 1,900 students.  The school charges approximately $100 per year including room and board, and thus grosses $190,000 annually, a paltry sum considering the size, facilities and scope of the school, not to mention their grandiose expansion goals.  School administrators have told me that they received donations from both home and abroad, but would not provide further details.

In the mid-1990s, while still living in exile, Abdullah Sungkar purchased a plot of land and established an Islamic boarding school outside of the Southern Malaysian city of Johor.  Although we do not know where the original money to buy the property from, the school was sustained by tuitions and donations.   The Al Tarbiyah Luqmanul Hakiem school had some 40 students at anyone time, many of whom were Singaporean Malays.
  This school became the center of JI’s recruiting efforts and its master, Ali Ghufron, who took the name Mukhlas, would later become the head of the JI’s Malaysian cell, and in 2002, a senior operations chief for JI.
  At its peak the Al Tarbiyah school had some 500 students in the mid-1990s.  Many of the students came from Singapore.  There remained very close ties between the Al Mukmin and Al Taribiyah schools as activists and teachers regularly shuttled between the two.  
The JI also was affiliated with a number of MMI Islamic boarding schools throughout the archipelago, which are important recruiting mechanisms.  These MMI pesentren include Pesentren Hidayatullah in Balikpapan, Kalimantan, and Pesentren Darul Aman, in Gombara, Ujung Pandang.  Also affiliated with this network are the madrasas run by the Laskar Jihad.  One additional JI madrasa was the small Al Islam school run by Mukhlas’ younger brother Ali Imran.  

It is very clear that the JI did not profit from these schools.  Tuitions and donations kept the schools running, and in many cases they ran at a loss, requiring subsidies from the organization.  Indeed, there is evidence that money from the Infaq Fisabilliah fund that came from annual donations of 10 percent of net revenue from JI-linked businesses, helped provide financial assistance to JI-run madrasas.
  For example, a mid-level JI operative in Malaysia, Wan Min Wan Mat, paid the utilities bills for the Al Tarbiyah Luqmanul Hakiem school.  There is also a report that Abu Bakar Ba’asyir in 2000 had to request additional funds from JI to run the Al Mukmin school in Solo.  The schools solicited and received donations from Indonesians and foreigners.  

It is unclear how Sungkar was able to purchase the land for the Johor madrasa in the first place.  The land for the Al Mukmin school in Solo was donated by Kiai Haji Abu Amman an ulama in Solo who was notable in the 1960s for his fervor to create an Islamic state.  
Two other JI-linked madrasas are Pesantren Hidayatullah in Balikpapan and  Pondok Pesantren Darul Aman, Gombara, Ujung Pandang.  These were tied to the Laskar Jundullah and received funds from KOMPAK and Al Haramain.  
8. Al Qaeda Investments and Accounts

An important source of funding is likely Al Qaeda investments and bank accounts long established in the region.  Osama bin Laden’s family business, the Bin Laden Group had extensive holdings and investments in Malaysia and received some of the tender to build the north-south highway amongst other things.   The Bin Laden Group also established Samak Aquaculture, a shrimp farming concern in Alor Star, Kelantan, which was involved in a land scandal a couple of years back. Run by Haydar Bin Laden, Osama Bin Laden’s nephew, who runs many of the BLG’s operations in Southeast Asia.  

Although he was disowned by his family, Bin Laden, himself a businessman and financier would not have been unaware of the investment climate or the Islamic banking sector there.  Malaysia is one of the world’s pre-eminent Islamic banking centers.
 
Jamal Al-Fadl, a former member of the Al Qaeda network who turned himself in to the Americans and testified against Ramzi Yousef and in the West Africa Embassy bombings case, stated that bin Laden frequently used Islamic banks in Malaysia.
     Across the region, with the exception of Singapore, the banking and financial sectors are poorly regulated, especially the fairly new Islamic banks, which makes transfers and money laundering easier.  Three states in the region, the Philippines, Indonesia and Myanmar, are on the OECD’s Financial Action Task Force’s blacklist for money laundering states.  

It should be noted that not a single bank linked to Al Qaeda account has been frozen in Southeast Asia.  That is not to say that there are no Al Qaeda accounts, but more likely that they are secreted in the names of designees.  Al Qaeda had years of operation around the world when few governments or security services were aware of them and their activities.  They had years to disguise and launder the accounts; the same for their corporate holdings.  It is absolutely inconceivable that there are no Al Qaeda investments or holdings in the region.  
9. Petty Crime, Racketeering, Extortion and Kidnapping

We also cannot overlook the nexus of terrorism and transnational crime. Because of Thailand’s place in the international drug trade, there is a culture of money laundering, corruption and operating in the shadows. According to the Thai government some bt100 billion- roughly $2.2 billion- in drug money is laundered annually through financial institutions in Thailand.   It is estimated that some 40 percent of Thailand’s GDP is underground, unregulated and un-taxed.  Indeed, the global scope of money laundering is thought to be as high as $2 trillion annually, or 2.5 percent of global GDP.    The Philippines and Indonesia, despite anti-money laundering bills passed in 2001 and 2003, respectively, both remain on the OECD’s Financial Action Task Force’s black list.  
Another window into Al Qaeda financing, appeared in the summer of 2002.  Omar Shishani, a naturalized US citizen from Jordan was arrested on 17 July 2002, when he tried to enter the United States from Indonesia with some $12 million in very high-quality forged bank cheques.
  Shishani has denied any wrong-doing asserting that he is a financial broker, putting together commercial borrowers with private lenders, and that he was in Indonesia for two months on business.  Both the quality of the forgeries and the amount that he was caught with greatly alarmed US officials who noted that the 11 September attacks cost less than $500,000.
  Since his arrest, there has been little information released regarding Shishani’s activities. Assuming he is guilty, at present it is not known outside of the intelligence community whether the cheques were made in Southeast Asia and, if so, whether the JI also uses similar means to fund their operations. 

Large scale money-laundering operations may be important to Al Qaeda as a whole, but they have limited utility to the JI, which tends to engages in smaller-scale crime.  

The first break authorities had in uncovering the Jemaah Islamiya network came months before September and the war on terror began.  Already the Malaysians were on heightened alert following the 18 May 2001 botched robbery of Southern Bank in Petaling Jaya.  Although two suspects were killed, one survived and his interrogation led to the arrest of 9 others; this was what led authorities to uncover the JI-linked Kampulan Mujiheddin Malaysia.  The KMM was founded on 12 October 1995 by Zainon Ismail.
  Since 1999, this group was led by Nik Adli Nik Aziz, the son of PAS’ former spiritual leader Nik Aziz Nik Mat. The two men had fought against the Soviets and had returned to found their own madrasa and the militant wing.  


The cell that was responsible for the Bali attack, in part funded itself through the robbery of jewelry shops.  Four of the 16 people arrested in conjunction of the Bali attack had robbed the Elita Gold Store to help fund the operation.  It seems odd that the terrorists would put their entire operations at jeopardy by engaging in risky and low-yield criminal ventures, though they continue to do so.  


There are three small radical Muslim groups in Southern Thailand.  Since 1999 there was an attempt to bring two of them the Wae Ka Raeh (WKR) and the Guragan Mujiheddin Islam Pattani, into an enlarged Jemaah Islamiya organization, the Rabitatul Mujiheddin.  The head of the WKR fought with the Mujiheddin in Afghanistan.  For the most part, though, they are criminal gangs. The WKR is thought to earn bt10 million a year in contract killings and “enforcement.”
   


Both Thai groups were also very involved in gun running from the arms markets along the Thai-Cambodian and the Thai-Burmese borders to Southern Thailand, where weapons were purchased by Acehnese GAM rebels and MILF officials, as well as criminal gangs.


I question the degree to which the Abu Sayaaf Group is connected to Al Qaeda and other JI cells.  Although the group was founded in 1991 by Abdurajak Janjalani with seed money directly from Al Qaeda’s coffers, and sustained throughout the early 1990s by funds skimmed from Al Qaeda charities, by 1995 it had apparently lost much of its money when bin Laden’s brother in law – Al Qaeda’s financial conduit into the region – was expelled from the Philippines.  In 1998, Janjalani was killed in a shootout with police forces, and the group lost much of their ideological fervor and mission.  


Kidnapping has become the trademark of the Abu Sayyaf group in the southern Philippines.  It is nothing new; kidnapping is a national sport throughout the archipelago, including in metro Manila.  One only has to look at a chronology of ASG operations to chart the loss of international funding.  From 1996 to 2000, the ASG engaged in some 266 terrorist activities.  During this time, estimates of the ASG’s manpower and firepower by Philippine intelligence grew by 14 percent annually.


In 2000, the ASG had completely degenerated into a bunch of kidnap gangs.  There were three major incidents that renewed attention on this organization.

· March 2000:
The ASG kidnapped 55 people. school children, teachers

 
and a priest in Basilan.

· April 2000:

The ASG kidnapped 20 foreigners and a Filipino from a

dive resort on the Malaysian island of Sipidan.  

· May 2001:

The ASG kidnapped 30 tourists from the Don Palmas

diving resort on Palawan.


According to a Basilan politician, “It was easier to deal with them when they had a single leader—and an ideology. Now, these guys are in it for the money, and there’s no stopping them.”
   The demands for $1 million ransoms per hostage have led many to consider the Abu Sayyaf as nothing more than a criminal menace rather than a secessionist insurgency with legitimate grievances.  As the Philippine National Security Advisor Roilo Golez said, “We have no evidence that Abu Sayyaf has gotten financing from bin Laden recently.  Otherwise they would not have to resort to kidnapping.”
  According to the Philippine Presidential spokesman, Rigoberto Tiglao,

Since the death of Janjalani, believed to the [Abu Sayyaf] ideologue, the band has degenerated into a criminal kidnap for ransom group using Islamic militancy as a ruse to gain the support of a few Muslim villages in Basilan island where they take refuge.  The Abu Sayyaf Group has split into two groups because of their squabbles over ransom money.

One Abu Sayyaf defector said that he quit the movement “because the group lost its original reason for being.  The activities were not for Islam but for personal gratification.  We abducted people not any more for the cause of Islam but for money.”
  


Terrorist Analyst Rohan Gunaratna has written that “there is little evidence that the group receives voluntary contributions from individuals; non-governmental organizations (NGOs); or commercial companies.”
  In addition to kidnapping, the ASG engages in extortion, taxes from peasants, fishermen, coconut growers, and businessmen.  The ASG also engages in marijuana cultivation, and on 24 July 1999 PNP forces destroyed some 70,000 marijuana plants worth P20 million ($10 million).


Although I am skeptical about the link between the JI and the ASG, there is a reason for alarm: the $20 million of ransom money that the group is thought to have earned, it cannot be accounted for.  That amount of money cannot be hidden in a region as impoverished as Basilan and the Sulu islands; and it would cause considerable inflationary pressure.  Although much of the ransom was paid for by the Libyan government- the Khadaffy Development Fund- ostensibly for development projects, again there is no evidence of these.  We thus must consider the likelihood that much of the funds were actually transferred to other militant groups in the region.  

D. Combating Terrorist Funding 
There are several multilateral efforts currently underway to address the issue of terrorist funding in Southeast Asia.  In general, the OECD’s Financial Action Task Force, has come up with eight recommendations for states in order to establish a baseline international standard for combating terrorist financing.  These recommendations include:

· Ratfying and implementing UN instruments

· Criminalizing the financing of terrorism and associated money laundering

· Freezing and confiscating terrorist assets

· Reporting suspicious transactions related to terrorism

· Formalizing greater international cooperation through treaties of other agreements

· Licensing and registering businesses engaged in alternative forms of remittances (hawala)

· Requiring accurate and meaningful originator data for wire transfers

· Reviewing the adequacy of laws regulating non-profit organizations

Despite the passage of anti-money laundering laws, both Indonesia and the Philippines remain on the FATF’s black list, along with Myanmar.  
There has been some attempt to forge a multilateral solution to ending terrorist funding in Southeast Asia, but multilateralism has been weak and inconsistent.  For example, only six ASEAN states have signed the International Convention for the Suppression of the Financing of Terrorism (1999), while only three have ratified it.  All ASEAN states endorsed the UN Security Resolution (1373), but have implemented the resolution to varying degrees.   
International Convention for the Suppression of the Financing of Terrorism (1999)

	State
	Signed
	Ratified

	Brunei
	---
	4 December 2002

	Cambodia
	11 November 2001
	---

	Indonesia
	24 September 2001
	---

	Laos
	---
	---

	Malaysia
	---
	---

	Myanmar
	12 November 2001
	---

	Philippines
	16 November 2001
	---

	Singapore
	18 December 2001
	30 December 2002

	Thailand
	18 December 2001
	---

	Vietnam
	---
	25 September 2002


In pursuant to Security Council Resolution 1390 (2002), and paragraphs (B) of Resolution 1267 (1999), and 8(C) of Resolution 1333(2000), two JI leaders assets were frozen, Riduan Isamuddin (Hambali) and Mohammed Iqbal Rahman (Abu Jibril).  Yet, there is an issue of timeliness:  despite being a wanted fugitive since mid-2000, and named as a leader of the JI/KMM since mid-2001, Hambali’s assets were only frozen on 29 January 2003.

ASEAN has made some attempts at multilateral solutions for combating terrorist funding.  ASEAN hosted the Regional Conference on Combating Money-Laundering and Terrorist Financing in Bali in December 2002.  The US and Malaysia co-hosted the ARF Workshop on Financial Measures Against Terrorism in March 2002.  In addition, in January 2003, the US and Singapore co-hosted a conference aimed at choking terrorist funding.


Even the American effort has been negligible.  The United States has added a few  Southeast Asian terrorist suspects and companies to its Executive Order 13224, Al Haramain Islamic Foundation (11 March 2002), Jemaah Islamiya 23 October 2002, Abu Jibril 24 September 2001, and Hambali (24 January 2003).  Yet, this barely scratches the surface of Al Qaeda’s financial operations in the region.  

The real problem with multilateral efforts is that successful multilateralism must be built upon the foundation of strong and effective domestic legislation and enforcement capacity.  Both are lacking.  The regulatory agencies around the region, with the exception of Singapore, are hampered by a lack of resources, trained staff, and a weak regulatory framework. Only two states in the region, Thailand and Singapore, are members of the Egmont Group, states with Financial Intelligence Units.  Not all states in Southeast Asia have even criminalized money laundering or terrorist funding.  


The Philippine government passed an anti-money laundering law in late 2001 and announced “an intensified campaign to prevent the use of our financial institutions as conduits for the finances of international terrorists.”
  This law will have little efficacy for stemming terrorist uses of Filipino financial institutions.  For one thing, the original bill was watered down by legislators.  The committee that drafted the law proposed setting the threshold at $20,000, already two times the American limit of $10,000.  Yet the Philippine Congress quadrupled the amount, making it a crime to transact amounts greater than $80,000 (4 million pesos), but most terrorist wire transfers are small amounts through the unregulated remittance systems.
  Yet, even equipped with the new law, the Philippine government admits that it has no idea where the Abu Sayyaf and the MILF, let alone the JI or Al Qaeda hide their assets.  The law also does not regulate the hawala system of money transfers that are the preferred financial mechanisms for terrorist cells that do not require vast sums of money for their operations.  And since the passage of the law, many Philippine legislators have displayed anger that the EU’s Financial Action Task Force has not taken the Philippines off of their list of “non-cooperating countries who have made slow progress in fighting money laundering.”
   

Indonesia’s initial lack of political resolve to fight the war on terror has also been seen in the financial front.   Although the government pledged to freeze the accounts of any of the named individuals or organizations with suspected terrorist links that was issued by the Bush administration, Indonesia failed to ratify the UN Security Council Resolution 1373 on the Suppression of the Financing of Terrorism, issuing a Presidential Decree enabling it to access and freeze bank accounts of suspected terrorists instead.
 In April 2002, the parliament passed a law on money laundering. Until that point, the government was unable to freeze accounts unless the “owner is officially a suspect or proven guilty in a criminal case.”
 Yet, to date no assets have been frozen.  Many blame not just a weak commitment, but the unregulated and corrupt banking sector itself.
  That no assets are in Indonesia is unlikely.  Indonesia, with its weak and unregulated banking sector, corruptible regulators, and endemic corruption has long been a haven for money laundering. Despite new anti-money laundering a laws passed in Indonesia in 2002, there are huge loopholes in them, and even if accounts linked to terrorist organizations were discovered, “it would take weeks to close them” complained one US official to me.  On 31 January 2003 the Minister of Finance signed a decree that required non-bank financial institutions to report suspicious financial behavior and enact anti-money-laundering regulations.
  Indonesia has lobbied the FATF to be taken off the blacklist. 


Thailand implemented a very robust anti-money laundering law in 1999 and established an anti-money laundering office.  Though created to combat domestic corruption these tools can be used against terrorist organizations.  Yet Thailand’s financial sector remains a mess and highly unregulated.  Thai government officials acknowledged that more than $2 billion in illicit drug money gets laundered in Thailand each year.  If this much is being laundered by drug syndicates, what is there to deter other criminal groups and terrorist organizations from doing the same?  And there is little that the Thai government seems to be doing about this.  There is now a law in the works that will make it illegal for individuals to bring in and take out more than $10,000 in cash.
 

Brunei, which hitherto has avoided much of the terrorism-related problems faced in its neighbors, is a cause for alarm on the financial front.  In an attempt to diversify its economy, the Brunei International Finance Center was established in July 2000 to tap the lucrative niche of Islamic banking.
 Yet the country had a weak legal and regulatory framework.  Brunei passed a money-laundering ordinance in 2000 and has tried to improve its oversight capacity in the past few years, but it is clearly one of the less regulated financial markets in the region.  To date, no terrorist-linked funding has been frozen in Brunei, but that is not to say that the funds are not well hidden in front accounts.  Without considerably more financial oversight capacity, Brunei has the capacity to be an important financial center for Al Qaeda, much the way it used the poorly regulated United Arab Emirates.  

E. Conclusion

The war on terror has continued apace in Southeast Asia since the 11 September attacks on the United States.  Even Indonesia, which was criticized by the United States and its ASEAN partners, has arrested several operatives following the 12 October 2002 attack in Bali.  To date, 70 people have been arrested in Malaysia, 31 in Singapore, 18 in Indonesia and approximately one-dozen in the Philippines.  These arrests are important, though there remains considerable cause for concern: Although a few members of the JI’s shura were arrested, i.e. members in leadership positions such as Omar al Faruq, Faiz bin Abu Bakar Bafana, Agus Dwikarna and Mukhlas, most of the arrests were “foot soldiers,” who had little knowledge of the overall organization or its operations.  Only two senior “operatives,” people who have the technical capability, knowledge of the financial, logistics and communications networks, and the rank or clout to give orders,  have been arrested: Fathur Rohman al Ghozi and Imam Samudra.  Most operatives remain at large.

Second, the JI, like its parent organization Al Qaeda, attacks what it has the capabilities to do so at any given time.  Although the JI has suffered setbacks, it is far from defeated.  It maintains the capability to execute attacks.  At present they are focusing on soft targets, but that’s not to say they will not try to carry out attacks on more symbolic and hardened targets in the future.  The JI, moreover, has an endless supply of recruits.  

The third point, which this paper focuses on, is that almost nothing has been done to disrupt the financial network that AQ and JI have put in place in Southeast Asia.  Weak domestic legislation, resource-starapped financial investigative agencies, poor enforcement capacity, and a lack of political will have hampered this important front in the war on terror.  To that end, Southeast Asia likely remains an important financial hub for the Al Qaeda organization.  

There are some important AQ-JI funding mechanisms that are impossible to shut-down: direct cash transfers, donations of members and supporters, and crime.  Therefore, governments must be more proactive in their investigations of other funding mechanisms. 
First, charities linked to AQ operations must be shut down immediately.  It is outrageous that when there is considerable evidence that charities have been linked to terrorist funding be allowed to remain open.  In part this is due to Saudi Arabia’s diplomatic clout.  This was evident with the IIRO in the Philippines in 1995, but also with Al Haramain in Indonesia in 2002.  In both cases, the charities remained open.  In the case of the IRIC, it was simply taken over by another charity.  In part it is the governments’ own fault as they either rely on the legitimate portion of that aid.  There is often political pressure: Saudi charities often find local partners with political clout.  For example, in Indonesia most used KOMPAK as their executor agency.  KOMPAK was an arm of the Dewan Dakwah a very powerful political organization; while members of its board of directors were powerful politicians, such as Tamsil Linrung.  


Governments in the region must create a clearing house for all foreign charities.  This will allow investigators to better monitor the flows of money into the country.  It will also allow them to monitor the end users.  Enhanced auditing is absolutely essential.

Second, corporate investigators must do a better job of tracking companies liked to AQ-JI members and supporters.  JI companies have only been shut down after arrests have been made and suspects divulged the information.  There need to be better relations between investigators and the private sector and “know your clients” provisions must be implemented. Governments seem resigned to allow the hawala networks to remain operating, fearful that they will simply continue their operations underground.  Hawala is used as frequently as ever, with no attempt to regulate it, to register the names of clients.  

Third, governments will have to improve the sharing of intelligence on individuals and funding mechanisms, as Al Qaeda has effectively learned to conceal its business and financial operations by working across multiple jurisdictions.


Disrupting the terrorist infrastructure and eliminating the space terrorists need to plan, train and execute attacks must be given as much attention as the arrests of individual cell members.  To that end, targeting the terrorists’ sources of funding is essential.    This will not be easy, as they have diversified these sources and taken advantage of legal loopholes and lax government oversight and enforcement.
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